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Abstract:  

 

With billions of internet users worldwide and the continuous growth of digital 

communication, data security has become a critical issue. Confidential data shared 

over the internet is vulnerable to cyber-attacks, and thus, there is an urgent need to 

secure the information transmitted over the network. Cryptographic algorithms play 

a crucial role in protecting sensitive information from unauthorized access. In this 

research paper, we perform a comparative analysis of different cryptographic 

algorithms and evaluate their time complexity. We investigate the efficiency and 

security of each algorithm to determine which one is comparatively better for data 

protection. Security. We conducted experiments to calculate the time complexity of 

these algorithms based on the length of the message or string that is encrypted. Our 

study evaluated the efficiency and security of each algorithm to determine which 

one is better suited for data protection. Our findings show that the evaluated 

algorithms have different levels of time complexity, with some algorithms being 

faster than others for messages of different lengths. The results of our study provide 

insights into the strengths and weaknesses of different cryptographic algorithms and 

can be useful for researchers, cybersecurity professionals, and organizations 

concerned with data security. 
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1. Introduction: 

1.1. History of cryptography: 

Cryptography is the practice of secure communication in the presence of third parties, and it 

has been used for centuries to keep the information confidential. The earliest known use of 

cryptography dates back to ancient Egypt, where hieroglyphs were used to conceal secret 

messages. Throughout history, various encryption methods and cryptographic techniques have 

been developed and used to secure sensitive information, including during times of war and 

conflict. 

With the rise of the internet and the proliferation of electronic devices, the need for 

cryptography has never been more urgent. The internet has revolutionized the way we 

communicate and conduct business, but it has also made us vulnerable to cyber-attacks and data 

breaches. To safeguard sensitive information, encryption algorithms are used to transform 

plaintext into ciphertext, which can only be decrypted by someone who possesses the 

appropriate decryption key. 

1.2. Encryption and decryption: 

Encryption is the process of transforming plaintext into ciphertext, which is a scrambled version 

of the original message. The key used for encryption is typically the same key used for 

decryption in symmetric cryptography. In asymmetric cryptography, the encryption key is 

different from the decryption key. 

Decryption is the process of converting ciphertext back to plaintext. The key used for 

decryption is typically the same key used for encryption in symmetric cryptography. In 

asymmetric cryptography, the decryption key is different from the encryption key. 

1.3. Importance of cryptography: 

Cryptography plays a critical role in ensuring data security over the internet. With billions of 

internet users and sensitive information being transmitted over the network, it is crucial to have 

strong encryption algorithms to ensure data privacy and protection. Cryptography is used to 

protect information at rest (such as stored data) and in transit (such as data being transmitted 

over a network). Encryption is also used to verify the integrity of data, ensuring that it has not 

been tampered with or modified during transmission. This is accomplished through the use of 

digital signatures, which are used to authenticate the sender and verify the integrity of the 

message. 
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1.4. Types of cryptography: 

There are two main types of cryptographic algorithms, they are Symmetric Cryptosystem and 

Asymmetric Cryptosystem or Private Key and Public Key cryptography 

Symmetric cryptography, also known as secret-key cryptography, uses the same key for both 

encryption and decryption. Some of the most commonly used symmetric encryption algorithms 

are Caesar cipher, Vigenère cipher, time pad (OTP), Advanced Encryption Standard (AES), 

and Data Encryption Standard (DES). 

1.4.1. Caesar cipher:  

Caesar cipher is one of the simplest and most widely used encryption techniques. It is a 

substitution cipher in which each letter in the plaintext is replaced by a letter a fixed number of 

positions down the alphabet. For example, with a shift of 3, A would be replaced by D, B would 

become E, and so on. This cipher is easy to implement and understand, but it is not secure for 

modern cryptographic applications. 

1.4.2. Vigenère cipher:  

The Vigenère cipher is a polyalphabetic substitution cipher that uses a series of different Caesar 

ciphers based on a keyword. This cipher is more secure than the Caesar cipher because it uses 

multiple alphabets, making it harder to crack. However, it is still vulnerable to known-plaintext 

attacks and can be broken with sufficient computational power. 

OTP (One-Time Pad): The One-Time Pad is a type of symmetric encryption that uses a random 

key that is as long as the message is encrypted. The key is combined with the plaintext using a 

bitwise XOR operation to produce the ciphertext. OTP is unbreakable in theory because the key 

is used only once and is completely random. However, it is impractical for most applications 

because it requires a key that is as long as the message is encrypted and must be kept completely 

secret. 

1.4.3. DES (Data Encryption Standard):  

The Data Encryption Standard is a symmetric-key block cipher that was widely used in the 

1970s and 1980s but has since been replaced by more secure algorithms. It uses a 56-bit key to 

encrypt and decrypt data in 64-bit blocks. DES is vulnerable to brute-force attacks, but it is still 

used in some legacy systems. 

1.4.4. AES (Advanced encryption standard):  
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The Advanced Encryption Standard is a symmetric-key block cipher that is widely used today. 

It uses a variable-length key (128, 192, or 256 bits) to encrypt and decrypt data in 128-bit 

blocks. AES is considered to be very secure and is used in a wide range of applications, 

including online banking, file encryption, and secure communication. 

Asymmetric cryptography, also known as public-key cryptography, uses a pair of keys for 

encryption and decryption. The most popular asymmetric encryption algorithms are Diffie-

Hellman and Rivest-Shamir-Adleman (RSA) algorithms. 

1.4.5. Diffie-hellman (DH):  

Diffie-Hellman is a key exchange algorithm that allows two parties to agree on a shared secret 

key without sharing any information over an insecure channel. DH is a key component of many 

secure communication protocols, such as SSL/TLS and SSH. 

1.4.6. RSA:  

RSA is an asymmetric encryption algorithm that uses a public key to encrypt data and a private 

key to decrypt it. RSA is widely used for secure communication, digital signatures, and 

authentication. RSA is secure because it is based on the difficulty of factoring large prime 

numbers. However, RSA is computationally expensive and is not as fast as symmetric 

encryption algorithms like AES. 

 

2. Comparison of cryptographic algorithms: 

In this research paper, we will compare different cryptographic algorithms, focusing on their 

time complexity. Time complexity refers to the amount of time it takes to encrypt or decrypt a 

message of a given length. We will investigate the strengths and weaknesses of each algorithm 

and evaluate its suitability for data protection. 

Symmetric encryption algorithms, such as AES, DES, and Blowfish, are generally faster than 

asymmetric encryption algorithms but require the key to be securely shared between the sender 

and receiver. Asymmetric encryption algorithms, such as RSA, are slower but eliminate the 

need to share a secret key. 

2.1. Approach: 

Cryptography is essential for protecting sensitive information in today's digital age. Encryption 

algorithms are used to ensure data privacy and protection, and they play a critical role in 
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securing data at rest and in transit. In this research paper, we will compare and analyze different 

cryptographic algorithms and evaluate their suitability for different applications and use cases. 

One of the key factors in evaluating cryptographic algorithms is their time complexity, which 

refers to the amount of time it takes to encrypt or decrypt a message of a given length. Time 

complexity is an important consideration because it can affect the performance and efficiency 

of the encryption process. Symmetric encryption algorithms, such as AES, DES, and Blowfish, 

are generally faster than asymmetric encryption algorithms but require the key to be securely 

shared between the sender and receiver. These algorithms are well-suited for applications 

requiring fast and efficient encryption and decryption, such as encrypting data at rest or large 

amounts of data. 

Asymmetric encryption algorithms, such as RSA, are slower but eliminate the need to share a 

secret key. These algorithms are well-suited for applications that require secure communication 

between parties that have not previously established a shared secret, such as online transactions 

or secure communication between remote parties. 

In addition to time complexity, other factors that can affect the suitability of cryptographic 

algorithms for different applications and use cases include key size, algorithm strength, and 

compatibility with existing systems and protocols. 

By comparing and analyzing different cryptographic algorithms, we can gain a better 

understanding of their strengths and weaknesses and identify the best algorithm for a specific 

application or use case. This research paper will provide a comprehensive overview of different 

cryptographic algorithms, their time complexity, and their suitability for different applications 

and use cases. 

Throughout the research, I have used Python as it is a widely used programming language that 

has gained popularity in recent years for data analysis and processing. It offers many libraries 

and frameworks that make it easier to work with large amounts of data and perform complex 

calculations. 

Python also has a simple syntax and is easy to learn, making it an ideal choice for students and 

researchers who may not have extensive programming experience. Python offers many libraries 

that can help you with data analysis, such as NumPy, Pandas, and Matplotlib. These libraries 

can help you process large datasets, visualize data, and perform statistical analysis. 

Python offers many libraries for cryptography, such as PyCrypto and Cryptography. These 

libraries can help you implement cryptographic algorithms and analyze their time complexity. 
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Table 1.1:  Characters of cryptographic algorithms 

Algorit

hm 

Year of 

Discovery 

Creator

(s) 

Time 

Complexity 

Security 

Level 

Key 

Length 

Algorithm 

Strength 

Speed 

Caesar 

Cipher 

100 BC Julius 

Caesar 

O(n) Low 26 Weak Fast 

Vigenè

re 

Cipher 

1553 Blais

e de 

Vige

nère 

O(n) Low to 

Medium 

Variable Weak to 

Medium 

Fast 

OTP 1917 Gilbert 

Vernam 

and 

Joseph 

Maubor

gne 

O(n) Very High Variabl

e 

Very 

Strong 

Very 

Slow 

DES 1975 IBM O(2^56) Medium 56 Weak Medium 

AES 2001 Joan 

Daemen 

and 

Vincent 

Rijmen 

O(n) Very High 128, 192, 

or 256 

Strong Fast 

Diffie-

Hellma

n 

1976 Whitfiel

d Diffie 

and 

Martin 

Hellman 

O(n^3) High Variabl

e 

Strong Slow 

RSA 1977 Ron 

Rivest, 

Adi 

Shamir, 

and 

Leonard 

Adleman 

O(n^3) Very High Variabl

e 

Strong Slow 
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2. Literature review: 

Cryptography is a process that is used to secure data during transmission or storage. It involves 

the use of encryption algorithms to convert plaintext into ciphertext that can only be read by 

the intended recipient who possesses the decryption key. In cryptography, two types of keys 

are used, public key, and private key. 

Tayal et al. (2018) discussed the concept of cryptography and its applications in securing data. 

Dixit et al. (2019) explained the terms of security like confidentiality, integrity, and availability 

in cryptography, and also explained the concepts of plaintext and ciphertext. 

Hybrid algorithms are combinations of different types of encryption algorithms. In (Jamil et al., 

2018; Samanta et al., 2018), hybrid algorithms were proposed using elliptic curve cryptography 

(ECC) with Hill Cipher and ECC with Advanced Encryption Standard (AES) to provide 

enhanced security. 

Abdullah (2020) evaluated the cost and security of the AES algorithm and explained the 

encryption and decryption process of AES. Various symmetric and asymmetric algorithms were 

discussed in (Nikam et al., 2019; Sharma et al., 2019; Singh et al., 2020), where a comparison 

was made between AES and Data Encryption Standard (DES) using different parameters. 

The weakness of traditional symmetric and asymmetric algorithms was explained in 

(Chinnasamy et al., 2019) and a new hybrid algorithm was proposed, which is a combination 

of ECC and Blowfish. Tallapally and Manjula (2020) proposed a multilevel security scheme 

that provides enhanced security compared to a single-level security scheme in encryption. 

Cloud computing is a popular platform for storing and processing data. However, security 

issues arise when users store their data on the cloud. Different types of cloud models and their 

advantages and disadvantages were explained by (Agrawal et al., 2019; Verma and Kaushik, 

2019). The security issues related to data stored on the cloud were discussed by (Agrawal et al., 

2019; Verma and Kaushik, 2019; Guo and Sun, 2018), where an order revealing encryption 

scheme was proposed to prevent cloud service providers from finding or calculating the order 

of the plaintext until the comparison token was given to them. 

Chinnasamy and Deepalakshmi (2021) proposed a hybrid method for the secure storage of 

healthcare data in the cloud, which used Blowfish and an enhanced RSA algorithm. The 

proposed scheme was compared with others based on encryption time and efficient key 

management. In another study, Chinnasamy and Deepalakshmi (2021) introduced an improved 
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key generation scheme for the RSA algorithm that had a faster speed compared to other RSA 

methods. 

Hybrid algorithms were also proposed for healthcare systems (Kumar et al., 2018; Singh et al., 

2020), where One Time Pad was used with the RSA algorithm for cryptography techniques. 

Data storage and retrieval frameworks for the cloud were discussed by (Liu et al., 2019; Wang 

et al., 2020), and the searchable encryption process for data storage and decryption process for 

data retrieval were explained. In (Bharadwaj and Saini, 2018; Gupta and Kumar, 2020), authors 

discussed the security using different cryptographic techniques and compared these techniques. 

A method was proposed using elliptic curve cryptography to provide security using a smaller 

key length (Bharadwaj and Saini, 2018). 

 

3. Research strategy: 

The goal of this research is to conduct a comparative analysis of various cryptographic 

algorithms. To achieve this goal, random strings of different lengths, ranging from 5 to 2500, 

with an arithmetic progression (AP) of 5, will be generated. These strings will be passed to each 

algorithm, and the time taken by each algorithm for different string lengths will be recorded. 

Furthermore, the time taken to crack each algorithm will also be noted. 

To generate random strings of varying lengths, the experiment will utilize Python's built-in 

random, string, and randint modules. The random module will be used to generate random 

floating-point numbers between 0 and 1, while the string module will provide a range of 

characters to choose from when creating the strings. The randint module will be used to generate 

random integers between specified start and end points and will be used to select the length of 

the random strings that will be used in the experiment. 

 

Figure. 3.1: Generating random strings 

The time taken by each algorithm for various string lengths will be measured in milliseconds, 

using Python's built- in time module. This module provides a way to measure the time taken by 

specific parts of the code and will be used to measure the time taken by each algorithm to 
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encrypt each string. To ensure accurate results, each algorithm will be run on the same machine 

under similar conditions, and the time taken by each algorithm will be recorded in an Excel file 

for further analysis. 

 

Figure. 3.2: Time taken for different string lengths 

To implement the encryption algorithms in Python, the experiment will utilize libraries such as 

Pycrypto and cryptodome. These libraries provide a range of cryptographic functions, including 

encryption and decryption algorithms such as AES, DES, RSA, and others. The Pycrypto 

library will be used for symmetric key encryption and decryption algorithms such as AES and 

DES, while the cryptodome library will be used for asymmetric key encryption and decryption 

algorithms such as RSA. 

For exploratory data analysis (EDA), the experiment will utilize Python libraries such as 

NumPy, Pandas, and Scipy. These libraries provide functions for data manipulation, cleaning, 

and analysis. NumPy will be used for array manipulation, while Pandas will be used for data 

manipulation and cleaning. Scipy will be used for statistical analysis and hypothesis testing. 

To visualize and analyze the data, the experiment will utilize Python libraries such as Seaborn, 

matplotlib, and Scikit-learn. Seaborn and Matplotlib will be used for data visualization, while 

Scikit-learn will be used for machine learning algorithms, such as clustering and classification, 

to identify patterns in the data. 

the experiment will use Python programming language to generate random strings, measure the 

time taken by each algorithm to encrypt and decrypt the strings, implement encryption 

algorithms using libraries such as Pycrypto and cryptodome, perform exploratory data analysis 

using libraries such as NumPy, Pandas, and Scipy, and finally, visualize and analyze the data 

using libraries such as Seaborn, matplotlib, and Scikit-learn. The time taken by each algorithm 

will be measured in milliseconds using Python's built-in time module and will be recorded in 

an Excel file for further analysis. 

https://scienxt.com/


                     SJAIML 

                                      Scienxt Journal of Artificial Intelligence and Machine Learning 
 

 
Scienxt Center of Excellence (P) Ltd  SJAIML||75 

 

Figure. 3.3: Data set after performing the experiment 

Finally, the research will come to a conclusion on which cryptographic algorithm is better based 

on the characteristics of a better cryptographic algorithm. The time taken by each algorithm to 

encrypt and decrypt the data will be considered, as well as the time taken to crack each 

algorithm. Additionally, factors such as the algorithm's complexity, key size, and level of 

security will be taken into account. The results of this research can be used to guide in selecting 

the appropriate cryptographic algorithm for different applications, including data protection and 

secure communication. 

 

4. Observations and discussions: 

In this study, all the encryption algorithms were performed, and the resulting values were 

plotted separately to generate the corresponding graphs 

4.1. Caesar cipher: 

 

Figure. 4.1: Caesar Cipher 
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As shown in the graph, when the string length ranges from 5 - 2500 the time complexity also 

ranges from 

0.0 ms to 276.64 ms. 

The time complexity of the Caesar Cipher is given by O (n) 

 4.2. Vigenère cipher: 

 

Figure. 4.2: Vigenère Cipher 

In this case, as shown in the graph when the string length ranges from 5 - 2500 the time 

complexity also ranges from 0.0 ms to 480 ms. 

The time complexity of the Caesar Cipher is given by O (n) 

4.3. One-time-pad (OTP): 

 

Figure.  4.3: One-time-pad 

As shown in the graph, when the string length ranges from 5 - 2500 the time complexity also 

ranges from 0.0 ms to 1016.17ms. The time complexity of the Caesar Cipher is given by O(n) 
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4.4. DES algorithm: 

 

Figure. 4.4: DES Algorithm 

As shown in the graph, when the string length ranges from 5 - 2500 the time complexity also 

ranges from 0.0 ms to 21.24 ms. The time complexity of the Caesar Cipher is given by O(2^56). 

4.5. AES algorithm: 

 

 

 

 

 

 

 

 

 

 

Figure. 4.5: AES algorithm 

In this case, as shown in the graph when the string length ranges from 5 - 2500 the time 

complexity also ranges from 0.0 ms to 18 ms. 

The time complexity of the Caesar Cipher is given by O (n) 

4.6. Diffie-hellman: 
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Figure. 4.6: Diffie-Hellman 

In this case, as shown in the graph when the string length ranges from 5 - 2500 the time 

complexity also ranges from 0.0 ms to 232.61 ms. 

The time complexity of the Caesar Cipher is given by O (n^3) 

4.7. RSA algorithm: 

 

Figure. 4.7: RSA Algorithm 

In this case, as shown in the graph when the string length ranges from 5 - 2500 the time 

complexity also ranges from 0.0 ms to 2497.62 ms. 

The time complexity of the Caesar Cipher is given by O (n^3) 

All the algorithms implemented in Python along with EDA are available on my GitHub 

repository https://github.com/Dheeraj-02NK/Analysis-of- Cryptographic-Algorithm 

 4.8. Overview of all cryptography algorithms: 
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Figure. 4.8: String length vs Time (ms) 

4.9. Accuracy of the data: 

 

 

 

 

 

 

 

 

 

 

 

Figure. 4.9: Accuracy Test 

Although the accuracy of all the algorithms in this study was 100%, it is important to note that 

time complexity is a theoretical measure based on the ideal mode of the computer during the 

experiment, and in practice, it is not always possible to achieve perfect accuracy due to factors 
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Such as noise or missing data. The MSS had an accuracy of 78%, which may be due to its 

higher time complexity compared to the other algorithms. Nevertheless, the absence of noise 

or missing data in the dataset used in this study may have contributed to the high accuracy rates 

observed 

4.10. Symmetric cryptosystem vs asymmetric cryptosystem: 

 

Figure. 4.10(a) Symmetric vs Asymmetric Cryptosystem 

Out of the different encryption algorithms tested in this study, AES was chosen to represent the 

symmetric encryption category, and RSA was selected to represent the asymmetric encryption 

category, as they are among the most commonly used cryptographic algorithms in practice. The 

resulting graphs provide insights into the performance of these algorithms in terms of accuracy, 

speed, and time complexity. 

 

Figure. 4.10(b) RSA vs AES 

By comparing the resulting graphs of RSA and AES, it is evident that RSA has a higher time 

complexity compared to AES, as reflected in the longer time taken by RSA to encrypt data. 
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Furthermore, as an asymmetric encryption algorithm, RSA does not require a key exchange 

process like the one needed for symmetric encryption algorithms such as AES, which can make 

it more secure in certain use cases where the key exchange is not feasible or desirable. As 

referred to in various reports cracking the AES algorithm require 1.2 x 10^16 years whereas 

cracking the RSA algorithm takes 2.1 x 10^42. 

 

Figure. 4.10(c) Time to crack AES and RSA 

5. Conclusion: 

Encryption is an essential part of today's communication and ensures that important information 

remains private in transit. The two most widely used encryption algorithms are RSA and AES. 

RSA (Rivest-Shamir-Adleman) is a public key encryption algorithm, while AES (Advanced 

Encryption Standard) is a symmetric key encryption algorithm. Both encryption algorithms are 

very secure and have distinct advantages in terms of key management, computational power, 

and time complexity. 

RSA has a much harder time than AES while it takes an incredible time to crack the key also 

for encryption, RSA's time is harder than AES. , taking longer than expected. 

While RSA takes 2.1 x 10^42 years to crack, AES is nearly impossible in human life because 

it takes 1.2 x 10^16 years to do so. Therefore, when time complexity is considered a factor, 

AES can still be considered a better encryption option as it has a lower duration compared to 

RSA while providing security. 

It should also be noted that although both encryption algorithms are very secure, RSA is still 

recommended for confidential applications such as banking, military, and government 

communications due to its strong management and digital signature capabilities. 
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On the other hand, AES can be used for normal communication for daily activities such as 

personal email and file transfer. Finally, the choice of encryption algorithm depends on the 

specific security of the application and the resources available for management and computing 

power. 

In summary, both AES and RSA are secure encryption algorithms used to protect digital data. 

While AES is faster and more efficient than RSA, RSA provides better security features such 

as key management and digital signatures. The choice of encryption algorithm depends on the 

specific security of the application and the resources available for management and computing 

power. However, it is worth noting that both algorithms are very secure and nearly unbreakable 

when used correctly, making them a good choice for secure communication. 
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